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Abstract. This paper discusses mapping of the use of expert systems for the development of
cloud-based digital forensics. Mapping is done to answer the challenges in the development of
the amount of data and the types of evidence currently that can affect the process of investigating
forensics. The mapping is according to several categories, namely, tools, methods, ontology, and
framework. The result is an expert system capable of providing automation to the nvestigation
process, accelerating system performance, becoming a guideline for experts, as a means for
investigators, and to get a system that can adapt to the framework.

1. Introduction

With the increasing amount of data, the types of evidence also increased. The digital forensics
investigation process will become increasingly complex. As a result, digital forensics systems are
developed that use cloud technology called digital forensics as a service (DFaaS8). Digital forensics as a
service (DFaaS) is the development of a new field of digital forensics. This technology provides services
to users based on cloud technology. The difference between conventional digital forensics and DFaaS
is the storage and use of tools that are stored centrally, centralized in the cloud. DFaaS was developed
to make it easier for investigators, experts, analyzers, and detective to work together without being
limited by time and place. Besides, DFaaS is also able to improve performance during the investigation
process [1-2].

Digital forensics research is now much in the realm of artificial intelligence (Al), especially in the
expert system. Among them is research on data forensics by using expert-system-like rules based on the
fuzzy set theory method. Data is taken from databases to look for hidden structures [3]. In addition, K.
Barmpatsalou et. al [4] explains f fuzzy systems are used to detect suspicious patterns on mobile
forensics evidence. There are also other studies that use expert systems as a support to make the forensic
investigation system into an intelligence system as in research [5-7]. In this paper, we discuss mapping
regarding the use of expert systems in the process of investigating forensics, especially in DFaaS, which
is based on services that use cloud technology. Mapping is based on several important categories,
namely tools, methods, ontology, and framework. This category is a category that will continue to
change along with the increasing data capacity and diverse types of digital evidence. The selection of
this category is also based on the results of a summary of the challenges in digital forensics. Thus, the
use of expert systems can be a problem solver of several challenges in the process of digital forensics
investigations, especially in DFaaS.

The structure of this paper is as follows: first, discussion of expert systems in general. Then we
describe the digital forensic investigation process, which then discusses the challenges of digital
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forensics based on the categories of each study. Before mapping, we discuss the DFaaS architecture and
the difference with conventional DF. So the next section discusses the expert system mapping of DFaaS
development and discussion of the benefits of expert systems. The last section is a conclusion section
which summarizes all the results of this paper.

2. Expert System

Expert systems are systems based on knowledge [8]. Knowledge of an expert system comes from an
expert who is an expert in his field. ES is part of artificial intelligent (Al). The use of expert systems
usually integrates on computer programs that have several things to consider, namely knowledge,
analytical skills, and experience. The expert system consisting of a knowledge base, inference engine,
and user interface. Knowledgebase (KB) is a science that comes from humans or experts to solve
problems that require human intelligence. KB accumulates experience and consists of a collection of
rules. To represent knowledge using forward and backward chaining are knowledge representations.
This knowledge representation will later represent the way of expertise by capturing, coding, and
reusing. The inference engine (LE) is the brain of an expert system that interprets the rule and contains
methods for reasoning. This interpreter will be in the form of analysis and process rules.

3. Digital Forensics (DF)

Digital forensics is the study of how to find information and data on digital storage media that aims to
find evidence of an event. The process of finding information and data on digital devices requires
specific methods, usually containing techniques and procedures. This proof can later be used to prove
the law when it wants to trap perpetrators of crimes related to technology. The most crucial point in
digital forensics is the existence of digital evidence, which is dealing with digital evidence. Forensic
experts must understand the procedures in place to maintain the integrity and quality of evidence. The
sequence of stages performed in digital forensic are processes, including identifying, acquiring, storage,
and reporting [9]. All steps have specific procedures and techniques.

4. Challenges in DF

DF's challenges are divided based on essential points, including architecture, technology, application,
[oT, smart devices, and secure computing. The distribution of challenges according to increase storage
size, increasing operating system types, file formats, and interfaces, increasing use of encryption,
network devices, and cloud resources, malware that uses volatile resources in the work process, as well
as challenges to legality [10]. The challenge for digital forensics is also determined based on the topic
of big data that is currently developing, along with the increasing data to be analyzed in digital forensics.
The challenges based on the digital forensics framework, which consists of several stages, namely
preparation, preservation, collection, examination and analysis, and presentation [11]. The exploration
of digital forensic challenges is increasing. Along with the changing modern social lifestyles that are
heavily dependent on communication, mobile, Internet of Things (1oT), cyber-physical systems (CPS),
and cloud-based services. Challenges are not limited to the development of digital forensic frameworks
but have thought about security in modern societies and hunting for cybercrime, which is a challenge
for security experts and law enforcement agencies [12].

5. Digital Forensics as a Service (DFaaS)

The difference between conventional digital forensics and DFaa8 lies in the storage media model used.
In the past conventionally, the data stored will be stored separately, whereas by using DFaaS, the data
stored centrally. As the name implies, providing services for digital forensics by providing storage
services and tools based on cloud technology. H. M. A. Van Beek and R. B. Van Baar [1], [2], DFaaS
architecture use cloud technology to provide tool services and storage media. The existence of DFaaS
will help the ease of inter-digital communication between investigators, analysts, and detectives. The
factors that are the focus of the discussion that influences the efficiency of conventional systems with
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DFaa8 are resource management, type of questions, time frames needed, research and collaboration,
development, and sharing of knowledge.

6. Mapping the use of expert system in cloud-based digital forensics

Mapping the use of expert systems is based on several essential categories in digital forensics, namely,
tools, methods, ontologies, and frameworks. The selection of these four categories is because the four
parts are parts that always change and develop, along with technological developments. The taxonomies
created are related to expert system implementations summarized in Table 1.

6.1. Tool

The tool is the most crucial tool in conducting digital forensics. This type of tool can be either software
or hardware. Currently, there are many types of tools used in digital forensics, both open source, and
closed source

6.2. Method

With the growing type of technology, there is also an increasing type of digital evidence. It will cause
the search for new methods to solve the problems. An investigator must be able to find a new method
of investigating a relatively new type of case, whether it is from the kind of evidence, type of electronic
device, kind of storage, and so on.

6.3. Ontology and Framework

Ontology and framework are two interrelated things in digital forensics. To create a new framework, it
is necessary to make an ontology first. At present, there are a lot of forensic investigation frameworks
that have tested, and none of them have been used as a standard in conducting the investigation process.
So, in the absence of these standards, to make a framework, it is essential that we first learn about
ontology. Table 1 shows an example of using an expert system that may be implemented into digital
forensics.

Table 1. Example of the use of expert system in cloud-based DF

Interest Example Illustration
Tool Determination tool A system that assist investigators in choosing the
right tool when they want to carry out the digital
forensic investigation analysis process.
Detection forgery The development of a system to assist investigators
in forgery detection of digital evidence, usually in
the form of multimedia evidence.

Determination of Database system repositories development that

framework contains a collection of frameworks.

Searching particular type A system that can parse certain types of files such as

of file parsing data on a hard disk when only looking for
files in the form of documents.

Method Cloud computation The selection of the use of cloud computing

technology suitable for the investigation process

Service and application When using DFaaS, the selection of the use of

services and applications that are suitable for solving
problems needs to be determined

Remote connection Security in a DFaaS needs to be considered,
especially when connecting remotely. Thus, the
selection of communication that established
automatically is very necessary.
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Examination of digital At the examination stage, it is necessary to think
evidence about the use of an appropriate examination method

when it is intended to be given to the detective, this
is adjusted to the use of DFaaS.
Migration to cloud Conventional systems must be able to adapt to the
system new system, as well as migrating to the cloud
system. So that a certain method is needed that
allows a system to have an adaptable behaviour.

Ontology Determination Making the repositories that consist of standard of
standardization of process process investigation, and the selection of the
investigation appropriate standard by using an expert knowledge.

Digital evidence storage Determination of digital evidence storage by using
an ontology based on the expert knowledge

Chain of custody Determination of how to know the process of chain
of custody by using an ontology based on the expert
knowledge

Best practice An ontology based on expert knowledge to

investigation determine the best practice of any kind of
investigation.

Framework  The use of scenario Making a repositories to choose the right scenarion
by using an expert knowledge

Efficiency of Determination of process investigation accroding to

investigation process the framework that relate to the expert knowledge

Integration of model to Making a framerork that it could as an adaptable

make adaptable to cloud cloud system.

system

Discussion

This section summarizes the use of expert systems in cloud-based DF, namely automation of the
forensics stage, the guidelines for experts, the means for investigators, accelerating the process, and get
the flexible framework.

Automation of the forensics process

!

Expert System in
DFaaS

+ 4

Accelerate the process A means for investigator

Adaptable framework =~ —— |€¢——Guideline for expert

Figure 1. The use of expert system in digital forensics

6.4. Automation and Accelerate the process

Automation systems in digital forensics can use expert systems. Digital Forensics uses system
automation in the digital forensic investigation process. So far, the use of the automation process for
data representation makes it easier for users to read information and can represent the intent of
information and events that occur. At present, the focus of digital forensic automation research is the
use of tools that can transform data into information where investigators can use it easily in making
decisions. The purpose of this automation is to speed up the investigation process and reduce the number
of suspect devices in the lab [13].
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6.5. Guidelines for expert
Modeling an expert system on digital forensics is to reevaluate previous cases that have already
occurred, which can be an expert guideline in making decisions [14].

6.6. A tool for investigator

Expert systems are useful as a means for investigators to make decisions. For example, there are lots
of tools to use when conducting an investigation, but not all of the tools have procedures for their use.
It causes the expert to carry out the trial process for each tool. So, a tool that can assist in making
decisions about tool selection is needed to speed up the investigation process. Besides, tool selection is
more appropriate according to the characteristics of the tool [15].

6.7. Adaptable framework

With the existence of DFaaS8, of course, making the system must be able to accept all forms of digital
evidence for processing. It makes the system required to be able to adapt to various types of the
framework in the process of digital forensic investigation [9].

7. Conclusion

This paper introduces the use of expert systems in digital forensics, especially in DFaaS. The increasing
number of data challenges and the increasingly diverse types of evidence require a system that provides
better performance system performance. To answer these challenges, the use of expert systems can help
in developing DFaaS. Some of the benefits of an expert system integrated with DFaaS include system
automation, accelerate the process, guidelines for experts, a means for investigators, and to get the
flexible framework. However, this paper has not explicitly explained the implementation of the use of
the expert system method in digital forensics cases. In the future, this research will discuss the use of
expert system methods that implement to solve problems faced by DFaaS.
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